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K Tk KL g¥c params
params=1q,g,G,H,(),H,()},

B9 G5 order 5 - % FlegZ FHR¥FEgac2 =3 H: {0} >Z, »

R XU ERER- Flxe, Z, i A F R &4 T8 ) =g modp T3
IHBSS R M R FU PSP ML ) PRSI R U, AR
¥ S (¥s,»X5,) » m#ﬁ ﬁiq'v]{i/m T E o (VroXe) ©

HA3 EREE

EL=UgunU) NG AR - BREFFU, RELTHIAEL §

el

L+ 358 h=H,D)% y=h"

2 ig%neR Zq,i=1,...,l’l,i¢7l‘,p > ¢, €, Zq,l.=1,...,l’l,l'¢7[£ ke, zZ, > He
pefl,...n} o

3. REAEAL L =(H (y,™)7 m)modg ©

4. X =gy o =y B =gt =it e

Sc B e+ vore,modg=H Ly IMIzll.|z1z7].1z) °

21 F
6 B =k-cux; modg °

7 ) ﬁ;i:” ,?;:%l-(yO’rl’ ’n’cl’ ’C) °
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Zcimodq =H1(L||J’0 ||M|| grly;ll “

i=l1

HHS BERLES

B et TRy o

QLFI L#%I-'i( 1 # ,%%:T fﬁ‘%v% ,E, : mszrp-Hl(J"s,,xR)icp °

3.3.3 Method—-3

BRI A NEE R Y OB AR REFHFENLNER Y B kE
RS FALE R FMPRE I ERPEINBE - FIIAPRERTY OF &

e A G BEAT LA KRG LT PBER A L R

WREFEER
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Aders JUK. Liu & 4 [16]60% % % st 2 F 63 4o e 2 = method-3 Hizt¥t
B s
HAL BBEKRL:
# ¥ Z &1 method-2 T b+ Ap e o
HF2 E4zA 2
2 9 Z & method-2 T b+ Ap e o
TENTLTE

£ L=(Ug,,Ug) W& 5T = B o B F E¥FUu R THRAEL |

i

1 38 h=H,(L),y,=h™ °
2 - ERre, Zizloonizn,p ey Zi=loonizn® ke, z, > 8¢
pefl,..,n} o
3. RFEEAL o, =H,(n)mmodg
H 4R 2% 4,5,6,7 £ method-2 T hb|F 4p ke o
HEL ERHRE
# ¥ Z &1 method-2 “TH b+ Ap e o
#H F 5 HPER L B

TR N ERB EFIPFEAL D om=r, Hy(g"ys ") M modg

48



3.3.4 Method—4

SRR OF AR FRAER L ER
MER R PBREBEIERRFLE PR E - RFELENLNER P
EHERETDEF S ETHA VPR ETAERKES T Ll
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|
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M
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B 11 - Method-4 -+ 3. B]
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~HE4FE y, =g " modp °

HE2 RETEFE AT HERL

EE2 LMo 1gg%ﬁ'ﬁU PR HEA L R om0 U871 3

1-iEP~— §Li#iciEk, e, Z, > * ElGamal encryption #-BrE30 & m &>t r ¢

k, H(y sl s
=(,"m, """ ymodp » T By =g modp °
2 - 3;?3"“ ?l‘ﬁifﬁkl ISP Z; ’ i%‘l_;g‘!; 7, :gk' m()dp ’ ;,Fl— v i=2,...,n—1,i¢s °
3-E P Plciik e, 2,0 X E =g n T [y, modp o F o =12

i#s,i=1

. . > . roa AR
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3.3.5 Method—5
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# 4 r2 C.F. Chang % A [18]¢1,% SLiads firig 22 k HP 4@ 2= = method-5 h

PLE ARk

params=1{p,q,g,H()},

SRR B FTHep g B qlp-le g Z) P order 5 g2 2 =+ o H()

BB FUERE O )EZ, 0 (Gx) e Z, 0 TR g =g g, =g
B, =(tyt, Ymodg % y, =g g, modp o & * KU P EMKZT S (.0, 5,%,.%,)
SHEH S @y o A EFFU 2P EHKE S (28000 %
(laslars BesXpnXy) 3 dp LR F Up 2 2 F £ H ¥ 5 (Quo8rodn) %
(st pas ProXpisXpa) °
HH3 ERET

EFFURAEUTHRAEL 7 ¢

EF AR TR MaERY PAYE NEFERICHREE D

Diffie-Hellman & 4&:K , =y, "> modq °

—\

2. EBEL e,z 0 BFE Nr=(g,"g, ) modp » e=H(r| M) ~

712 72

I

s, =(r,,+ex )modg ~ s,=(r,,+ex_,)modg °
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3. K BEREERACE ROBEEA Lm c Z FOT R R D

5,=(m, +eK z)modq > 5, =5+, (s,~5,)modq ¥ -
4 ) %}Jﬂ: giaz{easlasz} °
KA BRHRE

B ™ 7V 82 Okamato 577 ;N4 o 56%?5_);, " %"ﬁm\ R by, KEEE
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HEHS BEALEFP
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3.3.6 Method-6
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a0 3L ELfRhip it 1 AU LA TR A R ARG
5 TR Y R IEE R guF o g 2 T { T h® 2IRF oM T
E R > S e g 1 RFEP (formal proof) ek 47 = 2 [20, 21, 22]
# @ x g 3] (Random Oracle Model) iz P = 38 B 5 3 i o pt Bl o2
SIVES Ul SO SN B 2O

1. #3](Model)

LipBIFE Y AP RE - B iI‘§ (Adversary) 1t &k » T P 7 & 437 —‘F‘f
iy 4 o — 1 I?‘Ei?ﬁﬁsiixﬂ\ﬁﬁé 4 ,T*n—\#"ﬁf 4 B Ao 7 1 F_(executing
protocol) * 5 7 FF L TN 2R 0 AR Y A e st i

PO ITE R R APRER T - B AE 2 OTEA TARF
fe i ki Fay ot i 4 AR TR T REP - BT 2

IV 1 RE R T P RARTE o
2. Z_% (Definition)

mipBREE? o AP e R Z AR 2 RS Rk F Y
LAREF R R TR GLEF 2EK bk B hE 2 A
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3. #F (Proof)
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Wengdi o L ik THA] T s ) & TEP ) il B A4y

P RIS R P g 2

2 2t 4%%?_{%{,: ﬁlﬁi:‘; iik}‘zﬂ\*,;r

LEP - BARFAERLE D 2 AP RLT e FA G R B

3 A4

{

421 - T HRBAE AT 2 M2 TE

422 - EHF &£ FEP T hsecurity assumption ©
423 - & FAF G AE(game)3 FEP o
42.4 - » 457 P A% ¢ dhadvantage °

i\%‘l’fﬁﬁiﬁ’j‘%‘; |j-f_ﬁ_;;—,f/1:“23‘__‘lmﬁ 5700

421 * A2 LT 22 TR

A ORACA R R R AR RehE 2R

=R

Ao - W & OB fR R RO B C'E W i & At (asymmetric  subliminal
channel(ASC))= adversary ¥ — i #& &3k 3% %% challenger 2 & {7 - B game
Rfg AP el 1407 o & game £ 5 3 ¥ 2
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Setup :

2

ﬁi%] »~— % > %#kk > challenger ™ ¢ % 52 kA& 4 game *7F ch 4 ¥ (%

1% % adversary °

Phase 1 :

Adversary ¥ @ challenger % I} § & 7% - challenger ¢ v ¥ - B 7 it &
FHEALDER > N B FFEERNLDER o
Challenge :

Adversary @?] - B ME ZE 4 m 4 challengere challenger 345 H =7
F g e, O kT T FHmFEF N ER 0% Ec=0RAFEm c=1
P % m*t o ¥ o Bois o ¥ w % adversary

Phase 2 :
2 Phase 1 4p ¢ -

Response :

Adversary ﬁ%l ek o BT R ORI R E o

g b engame > AP EERE - § I PR v adversary A H g7
game =1 advantage &

Adv g, =|Prc =c]-—
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T rHEE

Fo BAREAEELY FAEL 20T R AFNE RS A ARG

adversary » H #7% ¢ advantage 7 £ v% 10

4.2.2 Security Assumptions

RAHEE A et 2R AP T TR P ek B T 2]

Y- BEFA-BIEDEF LA EHFEHELYE L RE 2 PER A -

z

B A yefods (% o @ - THF ehiEK (decisional assumption) 778 60 & - 84 7%

N

M AE o F ) A PR A EEER DR BR L EH/ G & decisional

2

assumption ¢ @ IR {7 77 decisional assumption ~ X ¥ f??“p\ 5 & g
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# 1. decisional assumption 7| %

Assumption { f-

O TRB

Decision Diffie-Hellman (DDH)

assumption

i & * % discrete logarithm %% 35

Hash Diffie-Hellman (HDH)

assumption

it & * *t discrete logarithm ¥ 3 & * hash

function =% 5

Decision Bilinear Diffie-Hellman

(DBDH) assumption

it & * 3t bilinear pairing & 7 H ek 8

Decision Hash Bilinear
Diffie-Hellman (DHBDH)

assumption

i & * % bilinear pairing = 7 ¥ 3 & *

hash function =% 5 -
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3T & assumption 3 imiy 4o T

1- Decision Diffie-Hellman (DDH) assumption
decision Diffie-Hellman problem -

@ : DDH parameter generator
k : a sufficiently large input
A : polynomial time adversary

(4,G,g) < ©(k)
geGa,,a,a, € Z;

Adv(k) _[PriACeg™.g"e™1=1 > g(k)
" P A(g et g g )] =1

decision Diffie-Hellman assumption :

adversary A <t advantage £ ¥ 14 £ v& o

2 - Hash Diffie-Hellman (HDH) assumption

hash decision Diffie-Hellman problem :

@ : HDH parameter generator
k : a sufficiently large input
A : polynomial time adversary

(4G, g) < ©(k)
geGsa,,a, e Z;,R €, {0,137 H :{0,1}" — {0,1}"

Adv(k), , = Prld(g.g".g".R)]=1 > o(k)

-Pr[A(gg".g” H(g"")]=1

hash decision Diffie-Hellman assumption :

adversary A ¢ advantage &_¥ 14 £v& o
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Decision Bilinear Diffie-Hellman (DBDH) assumption

decision bilinear Diffie-Hellman problem :

@ : DBDH parameter generator
k : a sufficiently large input
A : polynomial time adversary

<q, G..G,.P. e> (k)
P S Gl;al,a2:a3:a4 € Z;
_|Pr[(P,a,P,a,P,a,P,e(P,P)*)]=1

Adv(k), , = 2 (k)
- Pr[P,alp,aZP,a3P, e(P’P)alazas ] =1

decision bilinear Diffie-Hellman assumption -

adversary A tadvantage & ¥ 14 £ v e o

Decision Hash Bilinear Diffie-Hellman (DHBDH) assumption

decision hash bilinear Diffie-Hellman problem :

@ : DHBDH parameter generator
k : a sufficiently large input
A : polynomial time adversary

<q, G,,G,,P, e> «— D(k)

PeGa,a,a,a, € Z;,H1 G, > Z;
Pr[(P,a,P,a,P,a,P,a,)] =1

Adv(k), , = > £(k)

-Pr[P,a,P,a,P,a,P,H (e(P,P)""“")]=1

decision hash bilinear Diffie-Hellman assumption :

adversary A tadvantage & ¥ 14 £ vE 1o
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G Rk P BT o T L Rk BT R A £ P

assumption °

423 & RHA

ALRREAY 5 TR B AT (4oB 14) -

Provides a Simulates Distinguishes
assumption tuple the game the signature

: L—

Challenger <— > Simulator Adversary

Game

Bl 14~ & R84 7 & W

ém\:»

Challenger C : # & assumption tuple % #7% %% o
Simulator B : #i-# - f# game ¥ 4| * adversary 2 £k f% problem o

Adversary A @ FB]3 AR LBE W E L S o

i LAY > AP € B3R adversary $7F advantage 2 RLfE & Lo i F
challenger C ¢ F# - pt#iciice, (01} X AT H F %7 adversary A — 1 random
tuple & — ¥ assumption tuple - # ¥ simulator B fr adversary A i& {7 258 o 4o ]

15 %57
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Challenger
choose c € {0,1}

random tuple if ¢ =0

t tuple =
SeL PR {assurnption tuple if c=1

tuple

. ~ Game
c(=u) «——" Simulator < > Adversary
guess u
B 15~ Challenger > simulator &2 adversary i& {7 77 & [l

Simulator B ¥2 adversary A i& {71 game 4o 16 #7177 » £ 5 S BH I - &
setup # 3% - simulator B ¢ #-#7 % 48 @ i% ¥ adversary A © $%%¥ % phase |
A¢wr BELRET BdEH207 ERFEDTEZRERE T kS sign
algorithm A 2 3 ¥ ic 7 B2 L nEF X v Y% A % challenge P¥ >

adversary A ¢ # simulator B i 11— B Z'E 4 % PP 2 > simulator B € 14—
PrEE R AT AT RFEENL PP 2 nERT Y L R E T v kY adversary
A o % chphase 2 i {7 ¥ phase 1 F tk e 1T o B {4 e response > adversary A

¢w - BRHRIER LT RG EEN LR Ey o simulator B My (FE T B

S IR EC o
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Simulator B

Game
Adversary A
Setup Public key, parameters
B » A
Phase 1
Sign + Hide B <« due s A
[method?] ot Jor ofn] N
Challenge B — A
B A
Sign + Hide (adopt tuple) o 1o o]
B » A
Phase 2 (Phasel)
Response guess’
< B < quess A

B 16 ~ game T %, B

4.2.4 advantage ~ 7
WM B (S B0 A ¢ 4 47 ) simulator {1 * adversary 2 £ f%2 DHBDH

problem 7 advantage » B £ 47Kk 5 B 17 #71 S B4 o
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choose ¢ € {0,1}

Challenger
random tuple:if ¢ =0
tuple = ) ) 5
assumption tuple:if ¢ =1
tuple
o R
Simulator 1y Adversary
< guess u
<« chooseu €{0,1} :

c(=u) .
o1 if u =
AnalyzePr[c =c¢ ]'5‘ generateg = ?[ ~] =g
a[m} ifu=1

B 17 ~ advantage 4 7T % B

PR SR T A AT g 4 g% b2 4 45 B ghadvantage ¢

Case 1.
% c=0 » R challenger % e d_Bigichtuple F]pt A g2 BT x5

B u ePF 3 o FIPH 8 K Prlc =c|c=0]= %

Case 2.

Yk

Fc=12 u=0 - P challenger 18 B35 & & tuple> E BX & 2 ¢

o

1
4

| =

B * g3 R EE N L tuple o # Pr[c =c|c=1,u=0]Pr{u=0]= %

Case 3.
Fe=1% pu=1>Rl<B,P,PP>E B3 L xehtuple> ¥ B E I i¢ * )

1°72°73>

tuple 2 & % B'E 4 o —gscPr[c'=c|c=1,y=1]Pr[ﬂ=1]=(%+g)§_i+%
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d 2 F = igcase ™ B ¢ advantage &

1 " 1 1 1
—Pr[c = =0]+—=Pr[c = =1]-—
> [c =c|c=0] > [c =clc=1] >

:%Pr[c:d :0]+1(Pr[c':c|c:l,,u:0]Pr[,u:0]+Pr[d:c|c:1,,u:1]Pr[,u:1])—%
11 1,1 1 1

:——+—(—+—+—)——

22 24 4 2 2

£

4

d adversary 3 BLj# 24 LS E k Siehadvantage 2 T A 478 5 it A

2y 2 . ' 73~ 'z v & v
4 42 1% simulator ¥ ¢ ¢ advantage » T f% /4 problem £ advantage & 7" ¥ &

2

assumption e E_F (F At kL E & repo

d P e %k 7 At adversary @ 3 02 A - BEAHRBREE G B

FAFHFFEEALIA TR TS R FEFBNEEN L e
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?]\,i?gﬁ{tl“*ﬁ%x%‘a’ i’é"\ﬂ}%__‘:ﬁj""\@%o

Flet A di - 2 1% LA i (Random Oracle)z 3 PP ficie > 3P 5o 4

‘&v

S AR R L AR SA L A L
R g A AT LASHERE L L AT R Rk seh 2

EATR AR L} b >

Mo 7 T L BS RE AR R 2R 6 2 R A
PAHEAEL G A AR 2 AT - AR B 21 IER B (4)8(5)-

B My AR ERIE R B E R o wr kA o AP Ea A
BBy PR T b AP HREHE AP ) S @2 2 RS
AP ARG S TR B R AT T - B RS DL LRk R [23]
© 4 4 »% International Journal of Computer Mathematics #f 7 » pt ¢k > © 454
LR EEBRIZ Rk [24-26] BRI REY T -

T AHAREL R 2P oA RPN - B SR AR

P R by EEGE &P hassumption 0 B K2 Jg TP Y 0 i

LBEARTURLIFENFL D0 o

M FRfE
A B F S MERE AEAHB2 PP H o
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