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A network traffic analysis system based on the control chart
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Abstract

Although Internet services become popular and people can access remote resources on
the Internet conveniently, there are numerous malicious network events such as computer
viruses and hacker attacks. There is no doubt about network security being a very
significant issue because without secure and safe network mechanism all investment would
become worthless. In order to prevent hacker attacks and trade secretes from being stolen,
many network security companies and system development institutions develop various types
of firewalls and intrusion detection system. In this study, we use the techniques of the
statistical processes control to develop a NetFlow based anomaly intrusion detection system
with X and self-adaptive EWMA control chart.

The detection accuracy has a strong connection with the parameters of the X and EWMA
control chart, including the weighting factor 4 and the length of the control limitsL. Weuse
the network simulator NS2 to ssmulate normal and abnormal traffic data to evaluate the
performance of the system based on false positive and false negative rate. It isreasonableto
suggest that L=12~13 for X control chart and L=1.5when 0.4<1<0.6 and L=1.5or 2 when
A120.7 for EWMA control chart. On the basis of the theoretic and simulated results, we
develop an offline-based network analysis system using NetFlow’s logs to detect abnormal
traffic in network activities.

Keywords. Network Traffic, Self-Adaptive EWMA Control Chart, Simulator NS2, False
Positive Rate, False Negative Rate



1. w2

11 mx#F vy

v e (Internet) $oi- £t 1960 # & £ R E IR E S F pF L B or i b cn g A Ml
MWERXE R IR Z TR THEATRFRFOTORAEFIET N A BB
He B3 20 H LT 3T 3 15 3k (Communications Protocol) o Sf % 4 BL g 345 B 0 A B iR BrE)
wRAR LS BRI R F EIRIFEAES 5 p 1989 # Tim Berners-Lee # 11 World Wide Web
?ﬁf#%& A FEF LU ke ¥ b §)4e Yahoo ~ Google ~ Amazon & + A
ezt oo

d 3T g Riprhand 2 B BReRalkd g R RRIEY A E PR AL o dp
Internet World Stats se2+ >3k + 4 4 v j£.2000 # 3.6 g 3] 2011 # = £ F 423 450% # 7 2011
E 3P pTp A v 209 R 0 @ R X Biih 2R A T 69.3 R85 30.2% 0 EFT IR RE
AT hed g AR PR T3 0 v @9 o 1o g L AR Hrdp ik e
FAGAETED o 1T UFR R RIS R A BiE T 23k 209 RAER A T X 44% > d gt
TR R 2 FEEY R 8 ARP RRY 2 201 £ Ar e 1614
Ao ik 2R A T #2301 § ¥ 70.0% 0 dod 4R Mg RS A A B 0 20

A TR RN 32 A 9 0 12011 & 3 2z AT

2 g4

WORLD INTERNET USAGE AND POPULATION STATISTICS
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World Regions Population Internet Users Internet Users Penetratif}n Growth Users %

[ 2011 Est.) Dec. 31, 2000 Latest Data (% Population) | 2000-2011 | of Table

Africa 1.037.524.058 4.514.400 118,609,620 114% | 25274 % 5.7 %
Asia 3.879,740,877 114,304,000 922,329,554 238 % T06.9 % 44.0 %
Europe 816,426,346 105.096.093 476,213,935 58.3 % 383.1 % 227 %
Middle East 216,258,843 3,284,800 68,553,666 31.7 % 1,987.0 % 3.3 %
North America 347,384,870 108.096.800 272,066,000 78.3 % 1591.7 % 13.0 %
Latin America ! Carib. 597,283,165 15.068.919 215,939,400 36.2 % 1.037.4 % 10.3 %
Oceania [ Australia 35,426,995 7,620,480 21,293,830 60.1 % 179.4 % 1.0 %
WORLD TOTAL 6,930,055,154 360,985,492 2,095,006,005 30.2 % 480.4 % | 100.0 %
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ASIA Population |Internet Users,| Penetration |Internet Users,|Users (%)
(2011 Est.) L atest Data | (% Population) | (Year 2000) in Asia

Korea, South 48,754,657 39,440,000 80.9 % 19,040,000 4.2 %
Japan 126,475,664 99,182,000 78.4% 47,080,000 10.6 %
Singapore 4,740,737 3,658,400 77.2% 1,200,000 0.4%
Hong Kong 7,122,508 4,878,713 68.5 % 2,283,000 0.5%
Taiwan 23,071,779 16,147,000 70.0 % 6,260,000 1.7 %
Malaysia 28,728,607 16,902,600 58.8 % 3,700,000 1.8%
Macao 573,003 280,900 49.0 % 60,000 0.0%
Azerbaijan 8,372,373 3,689,000 44.1 % 12,000 0.4%
China 1,336,718,015] 485,000,000 36.3 % 22,500,000 52.0 %
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He 0l 2 EWMA T ifdndic 440 E My, = F° 1957 4255(4) v 1@ 1T 5152 1o
71721 EWMA 7+ &

Mi’j:A;(l—A)kFi_k’j+(l—)\)iM0’j i=L.,n,j=1.,T
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2 i N T2 3 A B¢ o 3TCL %ra #0)

In
1T
T

# Initialization

# A2 oy

set ns [new Simulator]

HEEF P OF AR S  B NAM #
$ns color 1 Blue

$ns color 2 Red

HE ETin & 35848

set tracefile [open out.tr w]

$nstrace-all $tracefile#ze 5975 it &% F
# Fx NAM & A

set namfile [open out.nam w]

$ns namtrace-all $namfile

# Nodes Definition
HA 4w R R

set nO [$ns node]

set n1 [$ns node]

set n2 [$ns node]

set n3 [$ns node]

1T
1

# Links Definition

#e & Bhig FaAe &

$ns duplex-link $n0 $n2 2Mb 10ms DropTail
$ns duplex-link $n1 $n2 2Mb 10ms DropTail
$ns duplex-link $n2 $n3 1.7Mb 20ms DropTail

# Agents Definition

#Hiz > - £ TCP aug s
set tcp [new Agent/ TCP)
$tep set class 2

$ns attach-agent $n0 $tcp ##% TCP #§'2 n0 & 2

32



24 g ek ehe 3 7 W 9 o 3TCL %ra # b ()

set sink [new Agent/TCPSIink]
$ns attach-agent $n3 $sink ~ ##- TCP & fch# 4 2 n3 & gk

$ns connect $tcp $sink #E > TCP Bid s
#7% NAM ¢ > TCP m@@%‘{g WG £

$tep set fid_ 1

#E > — i UDP g s
set udp [new Agent/UDP]
$ns attach-agent $nl $udp  ##- UDP £ §* 1 nl & 2

set null [new Agent/Null]

$ns attach-agent $n3 null - ##4- UDP = jcp# 44 2 nd & 2
$ns connect $udp $null #if > UDP B #aE:R

#2NAM ¢ > UDP g s ¢ ™ iz d 4 57
$udp set fid_ 2

# Applications Definition

#u TCPid stz F &= FTP i * f25¢
set ftp [new Application/FTP]

$ftp attach-agent $tcp

$ftp set type  FTP

#% UDP: sz 2 > CBR B * 425¢
set cbr [new Application/Traffic/CBR]
$cbhr attach-agent $udp

$cbr set type CBR #HibiE BT k)
$cbr set packet_size 1000  #if & = -] & 1000
$cbr set rate 1mb #idix ﬁﬁjﬁ Mbps

#ic% ¥ ¢ * CBR- R3¢ ¥z 5 1000 bytes> @ rate i& i & CBR e14_=&
fyiEdid @ & 5 IMbps -
$cbr set random_ false

# Termination

#Define a 'finish' procedure
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243 i RS0 3 B e # 9 o 3TCL 4k & 6(F)

proc finish {} {

global nstracefile namfile

$ns flush-trace

close $tracefile

close $namfile

exec nam out.nam &

exit0

}

#X T FTP{rCBR ¥ @ X B 4o fr 2 A PF R
$nsat 0.1 "$cbr start”

$nsat 1.0 "$ftp start”

$ns at 4.0 "$ftp stop"

$ns at 4.5 "$cbr stop”

#5 4y 16 v ¢4 finish & % L fi

$nsat 5.0 "finish"

H3 7 B

$nsrun

” Fle Views pAnalysis out nam |

.& ,i ﬂ ﬂ m‘ 1.248000 ‘,Stw: M_"i.

2 [ |
(@)

Lo o]
a
N\

.‘ |I||.;|1||I|L|ﬁfﬁllllll|I||i|||||||||l||||I||||;| l

|

Rl i it 32 342 29 - SNAM KT 4 6
341  Z#iE 7 NS2 %

NS2 & & P om & 2 JpaEdg e Linux 7o enfT ¥ K 5d - T8 # i * Cygwin g &
Windows [ Siics Linux & SeeniT £k 8 > {7 1% £ 5 NS2 i % - % * Cygwin
SHF R A F AT KB Y Linux (TE kS 72 2N $20 Linux (TR AT RE KR
A5 X FNS2; e g% Cygwin %l 7 NS2 PR (T R L o FIM A7 7 ik &
7 Linux P 2 @250 F g o Ubuntu (3 55> R S REFBIRSTE A YRR o

(=
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i NS2HRBHAHME R220 3 > FHREE R S RS BSFROERER > F
B AR AT R ABE R PRSI 3R AT EY o LAy R Y LR
AT 5B WRs o

2T TR PR T2 g a2 Y o4 24 NS2HR E 2 A R i & el

(2= Ubuntu 8.04

B B~ NS-2.31

ERS 83 ASUS, P5B E-Plus
Pk e R Intel E6420, 2.13GHz
DA 6GB

A - 640GB

342, HITP & e

B oah e S e iR 4R B m@ﬁ]égy ART A % - 843 TCP(Transmission Control
Protocol) & 3 # 4% T@ﬁis?lﬁl?iiz»(Connection Oriented Reliable Service) ~ /i £ ¥ #1fePeE #5410 -
4% 4 Emall ~ HTTP % 2 5 » ¥ - 88 _UDP(User Datagram Protocol) %t 7 # iﬁ@;@?}mﬁu
(Connection-Less Unreliable Data Transfer) » + % # #3204 & e+ ~ PFagld < 30 % JLM apRa% o
BlAeARIL €3k~ R F F o TCP nswe?]” R g AT Ao LT R BT F
ite ;i@ﬁia?]@ﬁir‘ A B g R RBEFEATBER L P4t > TCP B2 v mik
e cha i @ UDPX % & % Fsnid | kA TRAZ R B 2 £ B 4 chite -
%M@%ﬁ%kﬁéoﬂ&’mwﬁg?ﬁ§&$&@ﬁﬁﬁﬁﬁi‘iﬁ’%ﬁ@ﬁﬁﬁ
T TCP - -

FIHTTP# 2 2 3t B w v 4@ #ij PR74(TCP) » TCP F5d ® fis(Acknowledge)
{o & ¥ (Retransmission) s 4 3% 7 F i crpR % o 972  TCP B 4o (3% 3 2o 3 Jf s =
WA A PR PR 2 BAGRAE (T AT B R SRS = e 2 (Threeway
handshake) » - BB 45 32! b’“i—#;, TN TR O #Y o Q9T
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ERUEE
(Three-way handshake)

B! frag TN ene 33 B v Y o OTCP 2 = s

AFTE AR NS2 P22 HTTP @ suth T e s in B ficdf » » AR s d » 0
seft s A TRt B F 1B h S Sl 2 HTTPR B e 84 %% [32 91 1 > H 3
B HTTP i 22 BE %®A B 5§ #7F4 & BELL Database v UNC(University of North
Caroling) Database » #F34 4 7 i & & 7 7R 3 8 fic > &4 Per Second Connection Number -
Round-Trip Time ~ Request Size - Response Size - Server delays % - £ i | » 47 R #/H>t P fa
B e o AR HTTP 55 8 2 B0 504 o et 32 35 00 en HTTP S8 403) 11 NS2 Hi05
BET SO RERT FHEHTTP Riin £ - %2 [32ie- H it * N2A2 5w HTTP i &
REREDP Locsk > TGS FRA L ORRESHRATRTER L - 2T R L
LA VLGN

%% NS22 HTTP e & 2 ® T /N E § &K T2 B ei s 2(Node) Z = =4 (Client Node)
2 P PR=4 (Server Node) k22 = TCPig 4t » TCP g &aE = = &4 18 » £ = =8 ¢ ¥ 1 3 F(Request)
T PR E > PR E ot Request & #F g2 = & #-F4l w @ (Response) F| % = = > ho@l4s 32! 97
e 32 e Y o210 47T o

HTTP responses
¢ —————-

] web

DelayBox DelayBox SRIMCHH

HTTP requests
W43 ordy ek enY F 2 H e Y o IONS2-HTTP i % #(F 4 %ok - [32))
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& HTTPH e ? 1B &85 5 5 %56 g & (Cloud) 7 4 5
RIS S RN e 32 Ry B o 11T o

N
Web Servers

™ @
Web Servers

B4 30! oidy Rehih s the $7 5 e @9 « 1INS2 2 HTTP & 87 £ WI(F 4 %k @ [32))
7T RBERRE R R e PR R blde S f) i sd(rate) ~ % s
* /] (req_Size) 2 R4 W Ju % /| (rsp_size) » 4o
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A RN Y 33 3 A 2 o B HTTP e iimejp B Sodic > 4ot ™ OB

[59] :

N o g A~

© ®

New PackMimeHTTP : & = 37 PackMimeHTTP 4~ i+ -

$packmime set-client <node>: #- PacCkMimeHTTP 1~ i* ehE = =g T e k- & 21 >
H]4c N1 &8k -

$packmime set-server <node> @ #- PackMimeHTTP 4 it chie pRifdy T e F - & B
F oo B4 N2 5 2L o

$packmime set-rate : & TLT 355 Fi4s B AT R o

$packmime set-req_size <RandomVariable> : X = HTTP Request =« |- -

$packmime set-rsp_size <RandomVariable> : % @ HTTP Response = |- -

$packmime set-flow_arrive <RandomVariable> : 3%k T HTTP & i it 4 e fF 1§ B 4o P
¥ o

$packmime start : PackMimeHTTP # ¢ B 4 &

BieA 2 g PR
$packmime stop : PackMimeHTTP 3 i 2% & & 4 /=

P R

_Q

\m}m \sﬂbﬂ

”%
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BT MRS T 3 B9 o5 @ % HTTP e 5

set pm [new PackMimeHTTP]

$pm set-client $n(0); # name $n(0) as client

$pm set-server $n(1); # name $n(1) as server

$pm set-rate rate; # new connections per second
M

# Setup PackMime Random Variables
M

# create RNGs (appropriate RNG seeds are assigned automatically)
set flowRNG [new RNG]

set reqsizeRNG [new RNG]

set rspsizeRNG [new RNG]

# create RandomVariables

#it * HTTP Hoechpt dicd 4 %

set flow_arrive [new RandomVariable/PackMimeHT TPF owArrive $rate]

set req_size [new RandomVariable/PackMimeHT TPFileSize $rate $CLIENT]
set rsp_size [new RandomVariable/PackMimeHT TPFileSize $rate $SERVER]

# assign RNGs to RandomVariables
#HA 2 ik

$flow_arrive use-rng $flowRNG
$req_size use-rng $regsizeRNG
$rsp_size use-rng $rspsizeRNG

# set PackMime variables

HIF Bk 3 HTTP R 24 firle
$pm set-flow_arrive $flow_arrive
$pm set-req_size $req_size

$pm set-rsp_size $rsp_size
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PF TR TR SIS R A T RS R BREERE KRB n=47 (%)
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EWMA ¢ #IBlhddicie &£ 2 f85EM > A3 A%k T 1232 5 % ~ B4 2 i
P E L iR o AR AMFRE DR T o BRI S L LT G B o

j&Fi‘ A d g 284 ¥ iEEygr ﬁﬁﬁ 1B &8 g‘f’j%hjd:li\ UDP
@ﬁg?l’p:z & 40 CBR(Constants Bit Rate) i/ £ ; CBR# S ¥ i 8 85 - B AL >
I ’-"‘1"#?; FAFENT F A F R B o ﬁq%f}lj E o E e A A )
3 E %5 1000bytes o i ) chin B Bl4c B4 rdy ReE N e 33 A #9 .-13
R o

xgraph

B4 38 oidn ek ehe 32 H v # Y o -13CBRIM £ F
AOAET R TR A B e UDP § 8L 8 e
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AT TR ORS T T 3 AT BY o 6 XTIV IE Sk
# B ITHF GiE
set udp [new Agent/UDP]
$ns attach-agent $Att_node $udp
# oA
set snk [new Agent/Null]
$ns attach-agent $Server(1) $snk
#p R B E o BAe k
$ns connect $udp $snk

#4 UDP: s 2+ 22> CBR B * 425t
set cbr [new Application/Traffic/CBR]
$cbr attach-agent $udp

$cbr set type  CBR

$cbr set packet_size 1500

$cbr set rate 30mb

$cbr set random_ false

k- BT X F HIRE EWMA £ SIR i ipla 4 2T ms e Mo X F 4
Bt kBB E e RENLR > 7 EWMA RIE50 | cnim# £ €00 T 308 d $ 8§
{4Feni i 4 > & EWMA $30 % chig# B4 23 2 dehidrc o Fpt » AT 5 1A 4 hB
¥ TmEipEotE ¥ gm0 10 B L BB HERR S RS E ki et T ok
FIRE EWMA E 41B4 47 £ i e 41 S licfe o dod 537! sTip UnikN e 32 5 v @
¥ oo HPF o

2! MR TORN P 32 A B¢ o7 ¥ &R oy

(MBit) +rF g R AR
1 9.02 |9.23(9.26 | 9.03 |9.06 |12.90 [ 13.06 |13.26 | 13.61 | 12.96
10.04 [9.27 19.13 | 9.60 |9.93 |12.87 |12.88 112.94 |12.60 | 13.95
9.17 |9.38(9.16 | 9.92 |9.70 |13.04 | 12.99 [12.90 |13.28 | 12.94
" 9.74 18.96 (9.8210.12 | 8.84 | 13.86 [ 13.33 | 13.55 |12.85 | 13.37
9.51 |9.27 |9.63 | 9.26 |9.14 |12.72 |13.34 | 13.51 | 14.06 | 13.20
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8.88 |9.14(9.21| 9.53 12.77 112.78 | 12.60 | 12.87
9.17 |9.12 |9.62 | 9.10 1451 [13.12 |12.92 [ 12.94
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5 41R Ui R (L) = 3 (47 ) I 395 4R -‘% (47%)
(False Positive Rate) (False NegativeRate)
3 98.16% 0.83%
35 97.83% 0.83%
4 97.32% 0.83%
4.5 96.79% 0.83%
5 96.00% 0.84%
55 95.12% 0.84%
6 93.89% 0.85%
6.5 91.85% 0.86%
7 89.05% 0.87%
75 86.51% 0.88%
8 82.28% 0.90%
85 79.16% 0.93%
9 74.63% 0.95%
9.5 68.54% 0.99%
10 64.82% 1.04%
105 59.08% 1.09%
11 55.13% 1.15%
115 49.68% 1.22%
12 45.46% 1.29%
125 47.54% 1.39%
13 37.61% 1.51%
135 39.86% 1.63%
14 38.82% 1.77%
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! Mg RS e T 3 A Y o OEWMA R HCA| T 393847 5 B IR4F X

TN | EHARTARWL) | TEEEF T 125 3R &

1 29.41% 39.24%

1.5 10.98% 60.66%

2 3.62% 78.88%

0.1 2.5 1.19% 89.43%
3 0.23% 95.21%

35 0.00% 98.16%

0.00% 99.50%

1 20.04% 13.51%

1.5 4.82% 31.79%

2 0.96% 55.14%

0.2 2.5 0.11% 75.96%
3 0.02% 89.36%

35 0.00% 95.43%

0.00% 98.56%

1 20.14% 4.11%

1.5 5.18% 15.67%

2 0.99% 35.28%

0.3 2.5 0.23% 58.83%
3 0.04% 78.14%

35 0.00% 89.66%

0.00% 95.32%

1 22.41% 1.38%

1.5 6.51% 7.84%
2 1.49% 23.72%
0.4 2.5 0.51% 44.57%
3 0.09% 65.74%
35 0.00% 82.00%
4 0.00% 91.22%

53



243 TR RS Y 32 B A 29  2EWMA (R T 30308 5 2 iR 5 ()

1 24.91% 0.53%
15 8.03% 4.54%
2 2.22% 15.98%
05 2.5 0.78% 35.04%
3 0.23% 55.27%
35 0.05% 74.01%
0.00% 86.01%
1 27.00% 0.28%
15 9.63% 2.84%
2 2.91% 11.52%
0.6 2.5 0.98% 27.96%
3 0.41% 48.14%
35 0.11% 67.11%
4 0.00% 81.56%
1 28.51% 0.16%
15 10.55% 1.95%
2 3.63% 9.20%
0.7 2.5 1.17% 23.88%
3 0.55% 43.01%
35 0.18% 61.76%
4 0.04% 77.52%
1 29.79% 0.12%
15 11.49% 1.49%
2 3.99% 7.68%
0.8 2.5 1.37% 20.74%
3 0.62% 39.54%
35 0.23% 57.73%
0.04% 74.36%
1 30.59% 0.11%
15 12.18% 1.29%
2 4.29% 6.91%
09 2.5 1.58% 19.34%
3 0.69% 37.38%
35 0.27% 55.64%
4 0.05% 72.34%
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